NHCTPYKIIUA
0 NopsAAKe AeiiCTBUH HACeIeHU MPHU MOJIYy4eHUH CUTHAJIOB
«becnuI0THAsA ONMMACHOCTBY, «YTP03a aTAKH 0eCIIHJIOTHHKA»

1. IIpu noayuyenun curiaynga « BECIIMJIOTHASN OITACHOCTDby:

Cnpagouno:
Hannwiii cuenan osnawaem, umo 8 cocedHux cydowvekmax Poccuu obnapycenvl Oecnunommuvle

6030yuiHbIe CYOHA'.

B coomeemcmeuu ¢ noay4eHHbiM CUSHATIOM DE2UOHATbHbIMU U MYHUYUNAAbHLIMU _OP2AHAMU
eracmu, a ___maxdice _cunosvimu ___cmpykmypamu___ svinoanusiomes  TIPEJYIIPE/IUTE/IbHbBIE
MEPONpusmusl, U3 Hux.

- ycunusaemcsi KOHMpOJib 3a 8030VUHbIM NPOCPAHCINGEOM,

- 8600UMCs oepanuyeHue MoobunbHo2o nmepuema,

- 8 pecuoHanvuvlx u MyHuyunaiohvix CMHU, mopeosvix yenmpax u uHblX Mecmax ¢ MaccoBvlM
npebvisanuem 100el aKmueu3Upyemcs pameueHue uHpopmayuu o nopsaoxKe 0eticmeutl 2padcoan npu
nocmynienuu cuerania «becnurommuas onacnocmo .

[Ipn nonyuennu curnasra HEOBXOANUMO:

- YTOUHUTb MCCTOHAXOXKICHHC POACTBCHHHUKOB, 336H3FOBp€M€HHO OIIPpCACIINTD
MCCTO BCTPCUHU,

- IIPOBCPUTL HAIUYHNC JOKYMCHTOB, IOATBCPXKAAIOIMIUX JIMYHOCTb, I'OTOBHOCTDH
«TPCBOXKHBIX YCMOAAHOB» U T.I.

- 336HaFOBp€M€HHO OIIpCACINTb MCCTA BO3SMOKHOI'O YKPBITHA.

2. I1pu o0napy:kenun Jersmero bBC HEOBXOJANMO onepaTuBHO COOOIIUTH
B YMBJl Poccun mo ropony Cypryty (menegon — 102) wnu Eaunyto nexypHo-
TUCTIETYEPCKYIO CIYy KOy ropoja (meneghon — 112):

- paMuIIMI0, UMsI, OTYECTBO;

- BpeMs u Mecto oOHapyxeHus BbBC; konuuecTBO amnmapatoB W HMX THI
(camonémuulil unu K8AOPOKONMEPHbLL);

- MPUMEPHOE HAIPABJICHHE U BHICOTY TOJIETA (Hanpumep: HanpasieHue Ha cesep,
gvicoma mempog 50, nemum 6 CmopoHy ... 00beKma Uil HaceleHHo20 NYHKMa), a TakxKe
xapakrtep noBenenust bBC (3asucanue, bappascuposanue nao oo6vekmom u m.o.);

- UHYIO BOXXHYIO HH(POPMAIIHIO.

3. B cayyae ocjao:kHeHHMsI OOCTAHOBKM /10 HACEJCHUS JOBOAUTCH CHIHAJ
«YI'PO3A ATAKH BECITMJIOTHHUKA».

Cnpasouno:
Hannvwiii cuenan o3navaem, ymo 803HUKIA peaivhas yeposa amaxu bBBC.

B _coomeemcmeuu ¢ nonyyeHHubIM CUCHANIOM PECUOHATbHLIMU U MYHUYUNATbHbIMU OPSAHAMU
eracmu, a makaice cunosvimu cmpykmypamu svinoausomes IIPAKTHYECKHE weponpusmus, u3 Hux:

- 8 pecuonanbHuix U mynuyunanvueix CMHU, mopeosvix yenmpax u uHbIX Mecmax ¢ mMaccosvbim
npebvisanuem nooell pasmeujaemcs uHgopmayus 0 nopsaoxe Oellcmeull epaircoan npu G03HUKHOBEHUU
peanvrot yeposvl amaku bBC;

- epadxcoarne credylom 8 Oaudicanuiue YKpolmusi U HAX00AMCs mam 00 NOJAVYeHUs CUSHALA
«OTEOH BECITH/IOTHOH OITACHOCTH ».

IIpu nonyuennu cursaia HEOBXOANUMO:

! Tanee — BBC.



a) IpU HAXO0K/IEeHUM Ha padoTe:

- OTKJIFOYUTh HApYyXKHO€ U BHYTPEHHEE OCBEIICHHEe, 3a HCKIIOYCHUEM
CBETHJIbHUKOB MaCKHPOBOYHOI'O OCBEIICHUS (MpU HAIUYUU);

- €CJIM TIEpCOHAJ HE MOXET MOKHHYTh paboyee MECTO B CBSI3M CO CHCIU(UKON €Tro
NEeATEeIbHOCTH, TO HEOOXOMMO 3aHSATh MaKCHMMaJIbHO OE€30IaCHOE MECTO (nodajvuie om
OKOHHbBIX NPOEMO8, Mam, 20e HaubOIbUASL MOIWUHA CMEH UL NePeKPbIMULl U m.o.).

Bo Bpems peanbHoil yrpo3bl ataku OecnmioTHUKa SAINPEINMAETCH noaxoants
K OKHAM (OCKOJIKU CIEKIA MO2YM NOPAHUmMb) ¥ MOJIb30BaThC TU(PTOM.

0) Npu HAXO0K/AEHUN B ABTOMOOWJIE MJIM 001ECTBEHHOM TPAHCIIOpPTe:

- HEMEJJICHHO OCTAaHOBHUTE aBTOMOOWJIb (nompocume 8ooumens 00UecmeeHH020
MPAancnopma 0CMaHo8UmMs €20);

- IOKUHBTE aBTOMOOWIbL  (0OWecmeeHublll  mpaucnopm) W TPOCICAYHTE
B Omokaiiiee yKphITHE (1008ANbL U YOKOJIbHBIE dMANCU IHCUTBIX OOMO8, KANUMAIbHBIX
30aHULL U COOPYICEHUN, NOO3eMHble Nepexoobl, NAPKUHSU, d NpU UX OMCYMCMEUU
ecmecmeenHvle U UCKYCCMEeHHble YenyOllenuss Ha MeCMmHOCmuU (mpaHuieu, KaHaswl,
ospazu, Ambvl) unu OobUUe 0epesbs).

B) IIPU HAXOKIACHUHU I0MA:

- IEPEKPHITH Ta3, BOY, OTKIIOUNTH AIEKTPHUIECTBO;

- INTOTHO 3aKPBITh OKHA, IBEPH, BEHTWISIIIMOHHBIC U IPYTHE OTBEPCTHS;

- B34Th C COOOW JHYHBIE JOKYMEHTBI, JCHBIH (1O BO3MONCHOCMU Oepicamb
8 20MOBHOCMU «MPEBONCHDBIU YEMOOAHYUUKY», KOMOPLIU O00INCEH OblMb YKOMNIEKMOBAH
anmeykol ¢ HeoOXOOUMbIMU NeKAPCMBAMU, 3ANACOM 800bl U NPOOYKMOS8 NUMAHUS,
00HOPA3080U NOCYOOll, CPeOCmEamu TUYHOU 2UcUenbl, sewamu (HudxcHee Oellbe, HOCKU,
menias o0oedxcoa), @QOHApUKoOM ¢ 3anacom obamapeex, CHAUYKAMU, 2A308bIMU
3adCUSANKAMU,  NEPOYUHHBIM  (VHUBEPCANbHBIM) — HONCOM,  HUMKAMU,  ULOJIKOU,
HOJICHUYAMY, CPeOCmeamu C8:A3U, C 3apAOHbIMU  YCMPOUCMEAMU U  CMEHHbIMU
NeMeHmamy nNUManus u m.o.);

- IPEAYNPEUTH COCENIeH, BAPYT OHU HE YCIIBIIIAINA CUTHAT,

- 0Ka3aTh MTOMOIIb OOJILHBIM, JIETSIM, HHBAJIAIAM, TIPECTAPEIIbIM;

- CITYCTUTHCS Ha HWKHUE ATaXKH, B ITOABAJ, TAPKHUHT, TOTPEO H T.1.

4. Ilpu BHe3anHoOM npuMeHeHHMM HNPOTUBHUKOM BBC (nadenuu bBC)
HEOBXO/IUMO:

YcnpimaB XapaKTepHBIM 3BYK JICTSIIETO OECHMUJIOTHHUKA (8 3A8UCUMOCHU OM
osuecamens 36yxk BBC 6ydem om dicyxcoicanusi 00 38YKA 2A30HOKOCUNKU UTU MONedad)
HEOOXOJMMO HE MAaHMKOBATh M COXPAHATh CIIOKOMCTBHE, 3alTH B OJMDKaMIee 37aHUE,
00 BHIOPATh MHOE MECTO JIJIST YKPBITHS;

- uapopMmanuo o Mecre nageHuss bBC coobmute B YMBJ] Poccun mo ropomy
Cyprytry (menegpon — 102) wmm EauHyro nexXypHO-IHCIIETUYEPCKYIO CIIyX)O0y Topoja
(menegpon — 112);

Hu B xoeM ciyyae He JieJaiTe M HEe pacupocTpaHsiTe GoTo M BUACOMATEPHAIBI
ataku bBC B COIMAIBHBIX CETIX M MECCEHJDKEPAaX — 3TO MOKET ITOMOYb HPOTHBHUKY
BBITTOJTHUTh KOPPEKTHPOBKY M IOBTOPHThH aTaKy.

I[.]'Iﬂ IKCTPCHHOI'O VKPLITUA MOI'VT MCII0J1b30BATHCH .




- TOABajdbl U IOKOJBHBIC OTAXH JKWIBIX JOMOB, KAaNUTAIBHBIX 3JaHUN U
COOPY’KEHUI, TTOI3EMHBIC TIEPEXOIbI, TAPKUHTH;

- TEpBbIE JTAXHU TMOABE3A0B MHOTOKBAPTUPHBIX JKWIBIX JOMOB, BHYTpPEHHUE
MOMEIIEHHUSI B 3/TaHUSIX, KBAPTUPAX KHIIBIX JIOMOB (KOPUOOp, mamoOyp, 86aHHAsl KOMHAMA,
UHblEe noOMewjeHUsl, 20e Hem OKOH).

Ecan npu atake bBC Bbl Hax01uTeCh HA OTKPBITOI MECTHOCTH:

- HEoOXOJMMO CpPOYHO HWCKaTh OJMKaiIIhe YKPBITHS, B TOM 4YHCJIC B BHUIC
€CTECTBEHHBIX M MCKYCCTBCHHBIX YIITYOJICHHN Ha MECTHOCTU (Mpanuies, Kanasd, oépae,
sAma) Uiau OOJIbIINE IEPEBbS;

- IIPH B3pHIBE cpasy Jieub Ha 3€MJI0, 3aKPHITh TOJIOBY PYKaMH M IPHOTKPBITH POT
(umobwl yposHsmov oOasnenue). He mnomHMMaiTech IOCIE IIEPBOTO B3PhIBA, JIyYIIe
aKKypaTHO OTKaTUTECh WM OTIOJI3UTE B CTOPOHY;

- p30eraiTe OOJIBIIIOTO CKOIJICHUS JIIOJICH.

Ecaun npu_arake bBC Bbl Haxoaurech B _aBTOMOOWIE WJIH O0LIECTBEHHOM
TPaHCHOpTe:

- HE TBITATECh yexXaTh W3 30HBI aTakd, a HAa00OpPOT MaKCHUMAJIbHO OBICTPO
OCTaHOBUTECH;

- TMOKHJANTE MAaIIMHY C MPOTUBOMNOJOXKHOW cTOopoHbl ataku BBC, oroiaute
(omnon3ume) OT MAIIUHBI KaK MOKHO JTaJIbIIIE;

- UIUTe ONMMXKANIINE YKPBITUS (1008aibl U YOKOJbHbIE SMANCU HCUTLIX OOMOS,
KanumanbHblX 30aHUL U COOPYHCEHUU, NOO3eMHble Nepexoobl, NApKUHeu, d Npu ux
OMCYymcmeuu ecmecmeenHvle U UCKyCcCmeeHHble y2ayoieHus Ha MecmHocmu (mpaHuieu,
Kauaewl, o8pazu, mvl) Uil OobuUe 0epesbs).

Ecau npu atake bBC Bbl HaxoauTech jioMa:

- TTI0 BO3MOXHOCTH CITYCTUTHCS Ha HUKHUE dTAKU;

- BO3bMHUTE € COOOH JIMYHBIE JOKYMEHTBHI, TelepoH, paauo Ha Oaraperkax,
¢dboHapHUK, BOTY, METUIIMHCKYIO allTCUKY;

- BBIOEpUTE KOMHATY, KOTOpasi HE UMEET OKOH — ATO BaHHas, KJaJoBas, KOPUIOD,
TyaJieT (4em Oonvuie moauwiuHa cmeHn, mem evluie Bawa d6ezonacnocms);

- €CIIM B JIOME €CTh IOABAaJ WM IMOrped, CIyCTUTECh BHU3, €CIIM B JIOME HET
1o/IBajia — TO Ha HIDKHHE dTaKH, B TAPKUHT; YeM HIDKE — TeM JIy4IIle.

Bo Bpemst ataku O6ecnmioTHrka SAIMMPEINAETCS noaxoauTh K OKHaM (OCKOJIKU
CIMeKAa MO2yn._nOpAaHunbs) A I0JIb30BATLCS JIU(TOM.

S. Ilpu nocaake (nadenuu) bBC 3AIIPEIIIEHO:

- TOAXOAUTh K 00JIOMKaM M He TporaTh uX. OHM MOTYT OBITh SJIOBUTHIMH WJIU
B3PBIBOOIIACHBIMU;

- HUCIOJIb30BaTh PAJMOCBS3b, MOOWIBHBIM TenedoH u ycrtpoiictBa ¢ GPS-
HaBUTAIUEH.

6. Uto neaath nocJje okoHyanusa ataku bBC:

- IEpeIBUTANTECh OCTOPOIKHO U BHUMATEIHLHO, CMOTPHTE ceOe 1MOJT HOTH;
- HE MOJJHUMANTE C 3€MJIM HUKAKUX HE3HAKOMBIX MIPEIMETOB;

- CMOTpHTE 3a ACTbMH, JESPKUTE UX pH cede.




NHCTPYKIIUA
0 NopsAIKe AefiCTBUH HACeIeHUS NP MOJIYyYeHUH CUIHAJIA
«PAKETHAS OITACHOCTb»

Venemmas  curdan  «PAKETHAS OITACHOCTDB» HeoOXoauMO  BKIIFOUUTH
TEJIEBU30P, PAJUONPUEMHHUK, TJI€ TpaHCIUpyeTcs HHGOpMaLUs MO MOPSJAKY JCHCTBUM.
[IpocaymiaB cooOieHre, 1eHCTBOBATh HEOOXOIUMO OBICTPO U O3 MAaHUKH.

Heo6xonmumMo He3aMemIMTeNbHO TMPUHATh MEPhI MO 00ECIeYeHUI0 COOCTBEHHOM
0€e30MacHOCTH.

IIpu HAXO0K/ACHUY HA YJIHILE:

He mnanukyiite. 3aiiiure B Oimkaiiliee 37aHW€ WIM B TMOA3EMHBIM MapKUHT.
Hcnonp3yiiTe M yKPBITHS MOKOJBHBIC 3TAXKW OMIDKAUIIUX 3JaHUN WIIH COOPY KCHHUS.
Ecnm nx HeT moOmu30cTH, BRIOEPUTE MECTO IS YKPBITUS — JIF000€ YIIIyOJIeHUE/BBICTYIT
uiu OETOHHBIE KOHCTpYKIMKU. HaxoauTech B yKpbITUH, IOKA OOCTPEN HE TPEKPATUTCS.

IIpy HAXO0K/AEHUH B I0Me:

- IVIOTHO 3aKpPOMTE OKHA Y B JAJIBHEUIIIEM K HUM HE TIOAXOJIUTE.

- IEPEKPOUTE Ta3, BOAY, OTKIKOUUTE IEKTPUUECTBO;

- YKPOWTECh B KOMHATE C HECYLIMMM CTEHAMH, CEB Ha IOJI Y HECYIIEW CTEHBI Ha
3HAUUTENFHOM YJIaJIeHUM OT OKHA, B HJeaie BHIOpaTh NOMeEIIEHHE Oe3 OKOH CO
CIUIOLITHBIMHM CTE€HAMH (BaHHAas, KOPUJIOp, TyalleT, KJajgoBas).

EcJjin Bbl B JIMYHOM HWJIM 00LIECTBEHHOM TPAHCIIOPTE:
- OCTAaHOBUTE aBTOMOOUIIb (ITOTpeOyHTEe OT BOAUTEIS OOIIECTBEHHOTO TPAHCIIOPTa
OCTaHOBUTHCS);
- aKKypaTHO IIEPEMECTHTECH MTOAANbBIIIEC OT TPAHCIIOPTA;
- HaiiiuTe OoJiee HAZCKHOE YKPBITHE — TIOTBE3/IbI, MIOI36MHBIC TIEPEXOIbl/ TIAPKHHT.
- KOTJIa B3PBIBBI MPEKPATATCS, OCTUTe K OImKalIieMy MecTy, MPUTOTHOMY IS
YKPBITHS;

Ecau Bbl HAX0ANTECHh B 001IIECTBEHHOM 3IAHUM:
- CIYCTUTECh HAa HIKHHE ITaXKU (B MOJ3EMHBIN MapkuHT). Ecinu HET moa3eMHOoro
MOMEUIEHHUS B 3IaHUU, TO HAUTE MOMEUIEHNE C HECYIIMMU cTeHaMu. CsiibTe Ha MOJ y
OETOHHOM CTEHBI U IPUTHUTECH. JlepKuTech Mmoaalbile OT OKOH.

Kak o0ctanoBKka cTaHeT 0€30MacHOM MOCTYIUT CUTHAI
«OTBOU PAKETHOM OITACHOCTWM».

IIpu oTMEHe paKEeTHOH ONMACHOCTH:
- HE TOPOITUTECH BBIXOUTH U3 YKPBITHSI,
- BHUMATEJIbHO CMOTPHTE IO HOTH;
- HE MTOJHUMAKNTE C 3eMJIM Hepa30pBaBIIHECS OOCTIPUITACH U APYTHE MPEAMETHI;
- IEpXKUTE JIeTel Bo3Jie ceosl.




CBeneHHs 0 MECTaxX HAXOXKICHUS OJIVMHYKAUIITIX 3aTrTyOICHHBIX TIOMEIICHUH,
MIPUTOTHBIX TS YKPBITHS HACETICHHSI TOPOJIa

Jlnst 3ammThl HacelleHus OT (PyracHOro W OCKOJIOYHOTO BO3JICUCTBHS OOBIYHBIX
CPEICTB TIOPAXKEHUS, MOPAKECHHsI OOJIOMKAMH CTPOUTEIBHBIX KOHCTPYKIIMH, a TaKXKe
OT OOpYyIICHUS KOHCTPYKIIUH BBIIICPACIIONOKECHHBIX JTaXeHd 3JaHUA Ppa3InIHOM
ATAXHOCTH, MCIOJB3YIOTCS HMMCIONIUECS 3ariyOJICHHBIC TIOMCIICHHS W APYTHC
COOPY)KEHHS IOJA3EMHOTO TMPOCTPAHCTBA (ITOABABI, MAPKUHTH), TPUCIIOCA0ITMBACMBIC
10]T YKPBITHS.

O wmecTax pacrnojioKEHUs YKPBITUH MOXKHO O3HAKOMHUTHCS Ha O(UIIMATBLHOM
noprajie AAMUHHUCTpaK ropoja Bo Bkiajake «O Cypryre» - «HTepakTHUBHBIE KapThl
ropoaa Cypryta» - «MecTa pacnoyIO)KeHHs] YKPBITHH 111 HACCIICHUS.

Ccruika: https://maps.admsurgut.ru/Default.html?item=44&#map=14/3575064/985000/0



https://maps.admsurgut.ru/Default.html?item=44&#map=14/3575064/985000/0

